APPLIED CLOUD SERVICES

Reliability and security from
Applied Cloud Services

YOU CAN RELY ON
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YOUR DATA SAFE
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 team of more than 45
A
dedicated cloud specialists

OPTIMISE YOUR BUSINESS WITH APPLIED CLOUD SERVICES
The Applied Cloud is the largest global cloud platform for independent insurance
brokers. Today, more than 5,000 businesses and 70,000 users across four countries
rely on Applied Cloud Services to run their business. Applied Cloud Services
provide anytime, anywhere access to your insurance information, as well as reliable
and secure delivery of your software applications.
Applied has more than 15 years of experience designing, implementing and
operating purpose-built platforms specifically for the insurance industry. Applied
Cloud Services are supported by a team of highly-skilled cloud specialists with deep
domain expertise who directly maintain and manage your Applied software. Today,
Applied has the largest team in the world dedicated to insurance cloud operations,
with more than 45 professionals in four countries who are directly responsible
for the day-to-day operation of the Applied Cloud. You can rely on Applied for the
services to host your software and protect your business. Applied Cloud Services
utilise industry best practices for network availability, operating controls, systems
controls and maintenance to ensure your Applied broker management system
continuously performs at the industry’s highest levels.
HIGH AVAILABILITY DATA CENTRE PLATFORM
Applied Cloud Services provide advanced business continuity with access to
operations recovery, backup encryption and data security. Applied invests
more than £3 million annually in data centre infrastructure and technology to
maintain and update the Applied Cloud platform. All Applied data centres are
colocation facilities built exclusively to host data and for the sole purpose of
running the production of Applied Cloud environments. Applied data centres
offer world-class security for your data, with 99.95 percent uptime.
Each data centre is purpose-built and classified as Tier 3+ as defined by the
Uptime Institute. Tier 3+ facilities are required to have redundancies for the cooling
system, power plant, main power distribution and generator. Applied data centres
maintain multiple Internet connections to provide redundant Internet access for
your business. Applied reserves failover capacity within each of the four global data
centres to act as the disaster recovery destination at a paired site, preconfigured
to run reserve failover capacity. All Applied data centres are active sites, rather
than cold standbys, and are built with like technologies and managed by the same
Applied Cloud specialists. The operational status of the active sites is continuously
tested and updated with resources available to handle any data failover.

“We are in the industry
of helping people who
take care of others, and the
Applied Cloud enables us
to pass that protection
on to our clients. Applied
Cloud Services provide
compliance and access
to data anytime, from
anywhere.”
Lorrie Maslen
Commercial Operations Manager
Quality Care Insurance Services Ltd

The Applied Cloud is engineered for high availability and redundancy within each
site, including localised redundancies throughout the infrastructure. This includes
redundant firewalls, core network switches, storage networking components,
and data storage platforms that utilise the most current redundancy technologies.
Each resource pool of servers operates in a highly available cluster, allowing
immediate recovery for any localised interruptions.
DATA PROTECTION AND INTEGRITY
Applied data centres operate 24/7/365, with constant monitoring and
performance of first-level problem resolution performed by Applied Network
Operations Centre. Tier 3+ facilities have personnel on-site 24/7, as well as a
diverse routing of high speed data links from the building to different Internet
service providers, to ensure uninterrupted access to your data. An advanced
Very Early Smoke Detection Alarm (VESDA) and pre-action fire protection system
are also in place. Additionally, Applied data centres have redundancies in cooling
to protect the equipment.
Applied takes data protection and recoverability very seriously; all data centres
are maintained in pairs, with each site replicating data to the other on a daily
basis. Applied leverages enterprise-class storage platforms to perform
this replication, whilst maintaining the data in its native state. When data
is maintained in its original state during replication, it can readily be made
available in a disaster recovery situation.
ADVANCED SECURITY
All databases stored in the Applied Cloud leverage AES-256 data-at-restencryption (DARE). Encrypting data helps to prevent the accidental loss of
sensitive or protected information, including data classified as Personal Data.
All accounts are protected by a minimum of 128-bit, bi-directional, packet-level
encryption. Additionally, Applied is regularly audited against SSAE 16 SOC 2
standards to ensure audit-compliant data centre and security practices.
Applied data centres are secure facilities that include advanced building design
to protect the data centre floor from exterior penetration. Additionally, complex
video surveillance, strict access control policies and the use of mantraps,
biometric systems and on-site security guards are in place to continuously
safeguard your data. Separate from the Cloud Operations team, Applied also
maintains a dedicated security team to review and oversee the safety of the
Applied Cloud. The security team is responsible for conducting continuous
reviews and scans against cloud services. Applied engages with independent
security services to perform in-depth penetration testing.
ENTERPRISE-GRADE SYSTEM CONFIGURATION
Applied leverages enterprise-grade hardware that includes internal
redundancies, such as multiple power supplies, allowing each physical server
to be connected to redundant power distribution. Applied servers allow the
compute layer to stay online regardless of power supply and distribution. Each
physical server is connected by multiple interfaces to the network and storage
platforms, which create virtual servers for each given workload. The Applied
Cloud has more than 12,000 physical processor cores that provide computing
power to run 2,400 individual virtual servers. Physical and virtual servers ensure
your data is available regardless of the situation.

95% OF NEW APPLIED
CLIENTS CHOOSE THE
APPLIED CLOUD TO
HOST THEIR BROKER
MANAGEMENT SYSTEMS
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%

Applied operates on three tiers of storage platforms, with each tier designed for
a specific type of workload. Tier 1 storage is an all FLASH system, with redundant
controllers and multiple connections to the redundant storage network. These local
redundancies allow for continuous availability from individual component failure. Two
additional storage tiers utilise the proper combination of Solid State Disk along with
conventional spinning disk to provide a large capacity, highly performant platform,
ideal for storing all file attachments from your broker management system. Both Tier
2 and Tier 3 platforms contain enterprise level redundancies to protect against system
failures through multiple controllers, interface ports and disk redundancies, and they
support most maintenance activities without system disruption.
FOCUS ON THE BUSINESS OF INSURANCE
The Applied Cloud Services team manages all hardware and software testing,
maintenance and upgrades for your business, reducing the time and expenses you
spend managing IT-related resources. The same Applied experts who design, build
and maintain Applied software have complete oversight of the Applied Cloud to
ensure your broker management system continues to operate at optimum levels.
Your software is continually upgraded at no cost to you, ensuring you run on the
latest software versions, whilst improving your bottom line. Applied Cloud Services
manages all maintenance and upgrades during off business hours, minimising
business disruption and allowing your staff to focus on sales and service.
YOU CAN RELY ON APPLIED
Today, more than 95 percent of new Applied clients across the world choose the
Applied Cloud to host their broker management systems. Applied Cloud Services
provide your business with the reliability, security and business continuity to drive
business growth and profitability. Applied Systems is dedicated to maintaining a
reliable, secure and high-performance cloud environment to enable success at
your business every day.
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